
Circuits … and then Cryptography
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Purposes of this Tutorial

oDynamics of choice from a circuit’s perspective
oThe costs related with choices
oDigital (mostly) system that is the tag IC
oGen2V3, what’s changed
oCryptography lite



Outline
oIC design

oHow small, components, charge pumps, frequency

oData
oAppearance, protocols, random numbers, demodulation

oTalking back
oTag state machine, Query command, slot counter, collision/recovery

oCollisions and Randomness
oCollisions, RN16, uses of random numbers

oCryptography
oGoals, lingo, symmetric examples Gen2V2, updates in Gen2V3



Who made this possible?

The Team at IC Analytica!
Past supporters:



The RFID System:  It’s digital (mostly)!

oPassively Powered
oGen2: 860MHz-960MHz +- 40kHz-640kHz



System Overview EPC
gen2v2 in context…

https://www.gs1.org/standards/rfid/uhf-air-interface-protocol



Digital Systems: With a cost driver twist

oHow cheap can we make?  And what does this mean?
oWhat drives minimum size?  IC or inlay?



The antenna as a physical and electrical device.



Let’s look at the cost breakdown (we’re at rock bottom).

o½ wavelength are the cheapest antenna inlays:
Economies of scale, Design complexity, matching networks
Yield and etch, substrates, etc.



Estimated Die costs (lit. review)



Party like it’s 1999… not 2026
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Unique things about 900MHz RFID

oCoherent clocks  
     --The RFID tag does not need an oscillator at 900Mhz
oFM0, Reply not FM0
     -- Reply type is selectable
oCan be passively powered?
     -- If you can turn it on, and keep it on
            …and you have enough power at range



System Punch List
oHarvest Energy (carrier wave supplied)
oCreate a stable power supply (use the energy)
oReset the System (ready the system)
oDecode the incoming data stream (extract)
oRespond to the decoded data (return)



Example Tag (TI with data, Monza with guesses)

0.5mm2 Tag:

Digital ~ 30%
EEPROM ~ 20%

RF + DC reg ~ 20%

Others (RNG, Charge 
Pump, support 
functions): 30%

Barnet et al, “A Passive UHF RFID transponder for EPC Gen2 in 0.13um CMOS” (TIʼs gen2 tag) ISSCC 2007



Gen2 Protocol



Gen2 Waveform and Vocabulary (900MHz-ish)
(After demodulation)



Energy Harvesting:  It’s a huge load of….everything.



Energy Harvesting

• Number of stages
• Received Energy
• Current Load
• Et Cetera



Transistor Symbols



CMOS H-Bridge Charge Pump



Power Regulator



Demodulation:  It’s just AM.



Demodulation pitfalls

• This definitely works better 
with a resistor
• If you want to save money 

(area) diodes aren’t a thing, 
you use MOSFETs.



Data Extraction





How many ticks per
“bit”.

oDelimiter (Frame Start)
oType A Reference Interval, “0”
oRTCAL: “0” + ”1”
oTRCAL:  Backscatter Link Frequency



Mandatory Inventory Commands

Mandatory Access Commands



Time-Division Multiplexed System
oQ-derived slot values
oPseudo-Random Slot Selection
oQuery initialized the “frame” by setting 
    ”Q” bit-depth (new RN16)
oQueryAdjust resizes the frame (new RN16)
oQueryRep advances through the frame 



Commands in Context



Query Bits



Gen2 State machine, getting the EPC.



Gen2 Protocol, again



Tag Memory: What is stored?



EPC Memory



EPC Memory: StoredPC



GF2, and CRCs

oReset to 0xFFFF
oShift in StoredPC
oShift in the rest MSB first

oGalois Field of 2 elements
oAddition is an XOR
oMultiplication is an AND
oTiny in hardware!



Complete inventory example



Slot Counter (the story of 2 tags) and QueryRep



Collisions, they happen.



Packet Collision and Recovery



What are the chances?



Circuits:  Questions?

Monty Python’s Life of Brian (1979)



Graph references for RFID semiconductor nodes
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..and now Cryptography
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Cryptography!  What is it?

oCryptography: Making data look random through a “secret”.
oCryptanalysis:  Getting the data without the “secret”.

oIs it math?  Is it policy?  It is magic?
oCrypto: Whatever the internet decides it is that day…



Gen2 Protocol, again

https://www.gs1.org/standards/rfid/uhf-air-interface-protocol



Cryptography in Gen2V2
oGen2v2 has NONE (by design)
oUser’s choice of underlying cryptography
oDefines the commands and responses



Reminder of Standard Enumeration



Complete Access Example



You XOR the password with the handle….

ROT13 of “FCNPRONYYF GUR YBPX” is

SPACEBALLS THE LOCK
Of course:
Znl gur Fpujnegm or jvgu lbh.



The problem with “Cover Codes”.



Introduction to “actual” Cryptography

oAsymmetric
oPublic/private key
oSend over insecure channel
oBit widths 160~4096
oRelatively Slow
oMany ciphers but 

RSA/ECC/Diffie are common

oSymmetric
oPrivate Key 
oUses Asymmetric 
cryptography to send key
oBit widths 64~256
oQuite Fast
oMany ciphers but AES is the 
standard



Simple Asymmetric Example (HTTPS uses this type) 



Encryption Example of AES128 (0x10 vs. 0x11)



Cryptography in Gen2V3…same as Gen2V2
oMemory better defined

• Out of range addresses, remaining user memory
• XPC ambiguity resolved 

oRFU bits are not to be used
• Some tags only worked with certain readers
• PCWord RFU bits were being used as capability markers

oCSI (Cryptographic Suite Indicator) rules are tightened for 
hierarchy.



How crypto tags work… Authentication example

C=00000000000000000000000000000000
Key=00000000000000000000000000000000
Enc=66e94bd4ef8a2c3b884cfa59ca342b2e





Seems simple, but we need to talk about time.
oBarker Code of b1110010 (hang with me)
oTradeoff:  balance throughput/power/area





What are the choices for cryptography? ISO/IEC 29167



The cryptography problems?

oPassive RFID is very power constrained 
    --need power appropriate ciphers (PRESET/SIMON for example)
oCryptographic Random numbers are a challenge.
oActive RFID has more options:
   --AES… and everything else can be used
oDifferent use-cases prioritize different performance attributes
oDifferent use-cases have different security/threat models
oDeployment is complex
oSymmetric cipher: lowest complexity, hard key exchange policy



Cryptography on Passive RFID (it’s a $10 t-shirt)

oNo device authentication (who’s talking?)
oPractical security depends more on implementation and cost 

than nominal key length. 
oSecurity cost must match product economics (ex: disposable 

retail tags).
oTags often only used a few times
ocryptography primarily establishes tag authenticity rather than 

data confidentiality.



One option:
SIMON128/128:  A “simple” block cipher 

oClock it off carrier?
oMake is as small as 

possible?
oMinimize the bit 

requirements?



Structure of a block cipher is byte blocks (key example) 



Ex. SIMON128/128:  A “simple” symmetric cipher 

o256 DFFs for encryption
o12 DFFs for support



Ex. SIMON128/128:  Key of 0 with data of 0



A few words on random numbers.



Why don’t we have strong cryptography on RFID?

oCost (area)
oCost (financial)
oCost (time)
oCost (power)
oCost (software)
oNeed?



Cryptography: Questions?

Monty Python’s Life of Brian (1979)


