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Approximate Wafer Cost (USD)

Semiconductor Wafer Cost by Process Node
(300mm wafer, DRIE dicing with 15um streets)
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Example Tag (TI with data, Monza with guesses)

0.5mm? Tag: — ‘” T—-~—-—=— —
Digital ~ 30%
EEPROM ~ 20%
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RF + DC reg ~ 20%

Others (RNG, Charge |
Pump, support :
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Mandatory Inventory Commands

Command  Code length extra bits Description
(bits)
QueryRep 00 4 2-bit session Advances the slot counter within a round
ACK 01 18 RNG/handle AcknowledgesRN16 and requests EPC
Query 1000 22 payload Starts an inventory round
QueryAdjust 1001 9 5-bit session/updown Adjusts the Q parameter during a round
Select 1010 > 44 payload Selects a tag population for subsequentinventory
NAK 11000000 8 none Negative acknowledge

Mandatory Access Commands

Command Opcode Length (bits) Extra Bits Description

Reg.RN 11000001 18 handle (RN16) requests new RN16 from a singulated tag
Read 11000010 = 36 packet, CRC-16 read tag memory, 16-bit word(s)

Write 11000011 = 50 packet, CRC-16 write tag memory, one 16-bit word

Lock 11000100 52 packet, CRC-16 locks or unlocks memory and passwords

11000101 40 packet, CRC-16 permanently disables the tag
11000110 40 packet, CRC-16 enters secured state for “protected RFID
-~ N

Circuits & Cryptography



1jojoj1jofojojofi]i]o







i

Query Bits

Command DR M TRext Sel Session | Target Q CRC
# of bits 4 1 2 1 2 2 1 4 5
description 1000 0: DR=8 00: M=1 0: No pilot tone |00: All 00: SO 0:A 0-15 [ CRC-5
1: DR=64/3 |01: M=2 1: Use pilot tone |01: All 01: $1 1: B
10: M=4 10: ~SL 10: S2
11: M=8 11: SL 11: S3
Iy TRext S
1 - Query Tag response D ext ession Target
(0]
oS 0.8 - \
2 06 - Query M SELJ / Q CRC-5
= 0.
E04+ 1 000|001 1/00/00000 101001 1 1
0.2 -
0 . I I I I I I
0 200 400 600 800 1000

Time (us)
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0x00
0x10
0x20
0x30
0x20
0x49

StoredCRC
StoredPC

EPC
ERC
EPC
EPC
EPC
ERC

word1
word?2
word3
word4
word5
word6

N/A
N/A
N/A
N/A
N/A
N/A

Ox1111 ©ox1111

N/A
N/A
N/A
N/A
N/A

Ox2222
N/A
N/A
N/A
N/A

address contents Owords 1words 2words 3words 4words 5words 6 words

OXE2FQ OxCCAE  ©@x968F
0x0000 0x0800 ©0x1000

Ox78F6
0x1800
0x1111
Ox2222
0x3333
N/A
N/A
N/A

0xC241
0x2000
0x1111
Ox2222
0x3333
0x4444
N/A

Ox2A91
0x2800
0x1111
Ox2222
0x3333
0x4444
0x5555

0x1835
0x3000
ox1111
Ox2222
0x3333
Ox4444
0X5555
OX6666
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Query R-Tag

RN16 Tag-R

ACK R-Tag

EPC Reply Tag-R

Cmd=1000,DR=0, M=10, TRext=0,
Sel=00, Session=00, Target=0, Q=0100
CRC-5

RN16

Cmd=01,RN16
HE —— iy —— gl

Data bits: 1000 @ 10 @ 00 00 0 0100
CRC-5: 10001 (0x11)

Full:  10000100000000100 10001
RNG: 0x1234

01 — 0x1234

PC = 0x3000 (L=6 words= 96-bitEPC)

EPC = Ox1111 2222 3333 4444 5555 6666
CRC-160ver(PC——EPC) = 0x1835

Full reply: 3000 1111 2222 3333 4444 5555 6666 1835
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RN16 collision probability (birthday paradox, N = 2°16)
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Monty Python’s Life of Brian (1979)
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20 bits 24 bits




Query

RN16
ACK
EPC Reply

Reg RN
New RN16

ACCESS

Cmd=1000,DR=0, M=10, TRext=0,
Sel=00, Session=00, Target=0, Q=0100
CRC-5

Random number

Cmd=01,RN16
PC=—FEPC =—CRC=16

Opcode=11000001,Handle,CRC-16
New handle

Opcode=11000010,CoveredPwd[31:16],
CoveredPwd[15:0], Handle, CRC-16

Data bits: 1000 @ 10 @ 00 00 0 0100
CRC-5: 10001 (0x11)

Full:  10000100000000100 10001
0x1234

01 1234

PC = 0x3000(L=6)
EPC = 1111 2222 3333 4444 5555 6666

Reply CRC-16 = 0x1835
Full: 3000 1111 2222 3333 4444 5555 6666 1835

(1 1234 <(RG
OxABCD

Password = 1234 5678

Handle = ABCD

Coveredl = 1234 XOR ABCD = B9F9
Covered2 = 5678 XOR ABCD = FDBS
CRC-16 = Ox3ASE

Full: C2 BOF9 FDBS ABCD 3ASE




You XOR the password with the handle....

SPAGEBALLS

THE

lf1 D
2026 1=

oll} -
R

LOCK

3 _J Brian Degnan

ROT13 of “FCNPRONYYF GUR YBPX" is

SPACEBALLS THE LOCK

Of course:
Znl gur Fpujnegm or jvgu Ibh.

L

€ rRFID

l
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Encryption Example of AES128 (0x10 vs. 0x11)

Key (Z of 16) = 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 10
Plaintext = 00 00 00 00 00 00 00 00 00 0 00 20 00 0 0 00
Ciphertext = c6 al 3b 37 87 8f 5b 82 o6f 4f 81 62 al c8 d8 79

Key (Z of 17) = 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 11

Plaintext = 00 00 00 00 00 00 00 00 B0 BV BV BV BV 0V 00 00

f Ciphertext = d@ 5f 7c 3b 5a 9d 2e 89 6¢ 7a b8 le 2f 4c 92 a‘3
1 i € RFID
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Query

CRC-5

RN16 RN16

ACK Cmd=01,RN16

EPC Reply PC |IEPC |ICRC-16

Regq RN R-Tag Cmd=11000001,RN16, CRC-16

HandleReply Tag-R Handle (new RN16)

Authenticate R-Tag Cmd=11010101,RFU=00,

SenRep=1, IncRepLen=0, CSI=0x01,
Length=0x@80 (128 bits, 12-bitfield),

Message=128-bit challenge,
Handle=0x5678, CRC-16
Barker | |Donel |

Header |IResponse |1
CRC-16

= Auth. Reply  Tag»R

Cmd=1000,DR=0, M=10, TRext=0,
Sel=00, Session=00, Target=0, Q=0100

Data bits: 1000 @ 10 @ 00 00 0 0100
CRC-5: 10001 (0x11)

Ful:  10000100000000100 10001
RNG: 0x1234

o1 |lex1234

PC = 0x3000 (L=6 words= 96-bitEPC)
EPC = Ox1111 2222 3333 4444 5555 6666

CRC-16 over (PC| |EPC) = 0x1835

Full reply: 3000 1111 2222 3333 4444 5555 6666 1835
RN16 from inventory: 0x1234
CRC-16

Full: C1 1234 CRC16

0x5678

Challenge: 0000000000000000000000000AVAD
Handle: @x5678

CRC-16 (over all fields)
Note: Authenticate usesan in-processreply (CW follows).

Barker: 1110010

Done=1 (finished), Header=0 (success)

Response (example suite):
66e94bddef8a2c3b884cfaS9ca342ble

Handle: @x5678

CRC-16 over(Done IIHeader | IResponse | |Handle)
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Message ir. Fields (MSB-first) Bitstream / Value

Handle Reply Handle (new RN16) 0x5678

Authenticate Cmd=11010101,RFU=00, Challenge: 00000000000000000000000000000?
SenRep=1, IncRepLen=0, CSI=0x01, Handle: Ox5678
Length=0x080 (128 bits, 12-bitfield), CRC-16 (over all fields)
Message=128-bit challenge, Note: Authenticate usesan in-processreply (CW follows).
Handle=0x5678, CRC-16
Auth. Reply Barker | IDonel | Barker: 1110010
Header |[Response || Done=1 (finished), Header=0 (success)
CRC-16 Response (example suite):
66e4bddef8a2c3b884cfaS9ca34zble
Handle: @x5678
CRC-16 over (Done ||Header ||Response | |Handle)
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Message Dir. Fields (MSB-first) Bitstream / Value
Handle Reply Tag-R Handle (newRN16) 0x5678
Authenticate R-Tag Cmd=11010101,RFU=00, Challenge:00000000000000000000000000000000
SenRep=1, IncRepLen=0,CSI=0x01, Handle: 0x5678
Length=0x080 (128 bits,12-bitfield), CRC-16 (over allfields)
Message=128-bit challenge,
Handle=0x5678,CRC-16
Barker Reply 1 Tag-R Barker | |Done | |Header Time: ty < T6pax (20ms)
Barker: 1110010
Done=0 (stillcomputing)
Header=0
Barker Reply 2 Tag-R Barker | |Done | |Header Time:t) — t1 £ T7pax (20ms)
Barker: 1110010
Done=0 (stillcomputing)
Header=0
AuthenticateReply (Final) Tag-R Barker | |Done ||Header || Time:t3 - 2 £ T7pax (20ms)

Response | |Handle | |[CRC-16

Barker: 1110010

Done=1 (finished)

Header=0 (success)

Response: 66e94bd4ef8a2c3b884cfab9ca342bze
Handle: 0x5678

CRC-16 over (Done ||Header ||Response ||Handle)
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RFID CSI

ISO/IEC Part

Name

Status

0
1
2
3
4
5
6
7
8
9

R = S = S S
o> W~ O

Reserved
29167-10
29167-11
29167-12
29167-13
29167-14
29167-15
29167-16
29167-17
29167-18
29167-19
29167-20
29167-22
29167-23
Reserved

Reserved

AES-128

PRESENT-80

ECC-based Authentication
Grain-128A

CryptoGPS

XTEA

ECDSA / ECSchnorr
SHA-based Challenge-Response
RAMON

KATAN

Simon

Keccak

ASCON

Reserved

RFU

Published / Active

Published / Active

Published / Active (Asymmetric)
Published / Active
Published / Active (Asymmetric)
Published / Active

Published / Active (Asymmetric)
Published / Active (Hash-based)
Published / Active
Published / Active
Published / Active
Published / Active

NIST 4118
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[04]03]

|_>|

|o4]o3]

|oof

3 key words

[04]03]

>

|o4]o

|oo]

4 key words

[04]03]
i

-

|o4]o

[orfoop]
L

4 key word
modification
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Ex. SIMON128/128: Key of 0 with

Xi+1
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RN16 collision probability (birthday paradox, N = 2°16) 32-bit Birthday Paradox (N = 232)
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